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About the speaker

* Norton Yuen, PhD
CEH / CEH Practical / CEH Master
ISO 17025 Technical Assessor / Former Senior Lecturer / TIC industry practitioner

» Laboratory Director, The One Testing Technology Company Limited

+ 20+ years in testing, certification, and laboratory operations

* Focus areas: cybersecurity testing, laboratory systems, and quality
management
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How a Cyber Attack :‘}3':?3:

Becomes a Patient Safety Incident .zg;..

The One
Attacker Medical Device ° h k
T magine a hacker
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1. Wireless Exploit 2. Malicious Command ! k t
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e _+é " This is not science fiction. It has already happened.
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YIIEfRRE = RIABHE Connectivity = Attack Surface
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FDA 2025 safety communication
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FDA safety communication highlighted:

« unauthorized remote control
« hidden backdoor behavior
- patient-data exfiltration risk

One mitigation mentioned by FDA updates:
remove network functions and keep local
monitoring only.
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RPi8 + Arduino:
Bedside Monitor Demo
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- bedside monitoring 5%
- telemetry replay / false vitals
- &% real-world integrity risk
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Wi-Fi: GL-MT300N-V2-121
Password: 90038978

Link:
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Bedside Monitor PULSE / Perlowd &

Gateway-ICU-@7 INJECT1. M
Demo focus: telemetry freeze / false values / suspicious

integrity flag
A simplified visualization of risk patterns that have already
appeared in real medical cybersecurity incidents.
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Traditional safety assumes accidents. Cybersecurity assumes attackers.
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Cybersecurity 1s now a regulatory
requirement.
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Twenty years ago, medical devices were mechanical machines.

A

Today, they are connected computers.
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We are not only designing technology.

We are designing trust.
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